Bhoj Reddy Engineering College for Women: Hyderabad
Department of Electronics and Communication Engineering
Lesson plan of faculty member for the academic year 2020-21

Class: Il B Tech Branch-Section: ECE-C

Subject: Cyber Security

Semester: |
Lectures per week: 3

kli(;rt]%r; Topics to be covered Date (s)
UNIT = I: Introduction to Cyber Security
1 Basic Cyber Security Concepts, layers of Security 3 September 2020
2 Vulnerability, threats, Assets,Computer criminals 5 September 2020
3 CIA Triad, Motive of attacks 7 September 2020
4 Active and Passive attacks 10 September 2020
5 Types of attacks 12 September 2020
6 IP Spoofing, methods of defense 14 September 2020
7 Security Models, risk management, Cyber Threats-Cyber Warfare, | 17 September 2020
Cyber Crime
8 Comprehensive Cyber Security Policy 19 September 2020
9 Revision of Unit-I 21 September 2020
UNIT-II: Cyberspace and the Law & Cyber Forensics
10 Introduction, Cyber Security Regulations, 24 September 2020
11 Roles of International Law 26 September 2020
12 The INDIAN Cyberspace, National Cyber Security Policy. 28 September 2020
13 Computer Forensics, Cyber Forensics and Digital evidence 1 October 2020
14 Forensics Analysis of Email 3 October 2020
15 Digital Forensics Lifecycle, Forensics Investigation 5 October 2020
Challenges in Computer Forensics, Special Techniques for 8 October 2020
16 Forensics Auditing.
17 Revision of Unit-1| 10 October 2020
UNIT-1l: Cybercrime: Mobile and Wireless Devices
18 Introduction, Proliferation of Mobile and Wireless Devices 12 October 2020
19 Trends in Mobility, Credit card Frauds in Mobile and Wireless 15 October 2020
Computing Era
20 Security Challenges Posed by Mobile Devices 26 October 2020
21 Registry Settings for Mobile Devices, Authentication service 29 October 2020
Security,
22 Attacks on Mobile/Cell Phones 31 October 2020
23 Mobile Devices: Security Implications for Organizations 9 November 2020
24 Organizational Measures for Handling Mobile 12 November 2020
o5 Organizational Security Policies and Measures in Mobile 16 November 2020
Computing Era, Laptops.
26 Attacks on Mobile/Cell Phones 19 November 2020
27 Revision of Unit-111 21 November 2020
UNIT-IV: Cyber Security: Organizational Implications
28 Introduction, cost of cybercrimes and IPR issues 23 November 2020
29 web threats for organizations, security and privacy implications 26 November 2020
30 social media marketing: security risks and perils for organizations | 28 November 2020
31 social computing and the associated challenges for organizations | 3 December 2020
32 Cybercrime and Cyber terrorism: Introduction 5 December 2020
33 intellectual property in the cyberspace 7 December 2020
34 the ethical dimension of cybercrimes the psychology 10 December 2020
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35 mindset and skills of hackers and other cyber criminals

12 December 2020

36 Revision of Unit-1V

14 December 2020

UNIT-V: Cyber Security: Privacy Issues

37 Basic Data Privacy Concepts: Fundamental Concepts 17 December 2020
Data Privacy Attacks, privacy policy languages, privacy in different | 19 December 2020

38 domains- medical, financial, etc.

39 Cybercrime: Examples and Mini-Cases 21 December 2020

Official Website of Maharashtra Government Hacked, Indian

24 December 2020

40 Banks Lose Millions of Rupees

41 Parliament Attack, Pune City Police Bust Nigerian Racket, e-mail 28 December 2020
spoofing instances

42 The Indian Case of online Gambling, An Indian Case of Intellectual | 31 December 2020

Property Crime, Financial Frauds in Cyber Domain

43 Revision-V

2 January 2021

Text books:

e Cyber Security: Understanding Cyber Crimes, Computer Forensics and Legal Perspectives, Nina

Godbole and Sunil Belapure, Wiley INDIA.

REFERENCE BOOK:

o Cyber Security Essentials, James Graham, Richard Howard and Ryan Otson, CRC Press.
e Introduction to Cyber Security, Chwan-Hwa(john) Wu,J.David Irwin.CRC Press T&F Group

Name and signature of the faculty: M Sandhya Rani

Name and signature of Head of the Department: Dr. C Murugamani
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